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'/"" M What interested you in attending today's event?

LONDON MARKET FORUMS

Cyber threats

Networking & collaboration
Insurance

Knowledge Plc

Coffee drive ’ . _
Networking & learning  Opportunity
Potential
Network Cyber The speakers and content
Speakers
1 NCC Group
hygiene Collaboration UK
industry Networking

Threat Intelligence

Expanding knowledge
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o . . .
V3o M As a cyber insurance professional, what is the greatest
“/ L4LYLLl risk/exposure faced by your clients/insureds?

Sophistication of cyber attacks

Third party risk management
Loss of service

ransomware coverages
understanding Growth
Attack surface Data
exposures . Networking
Supply chain  fully
Humanerror  SUPPlY Al

Velocity of change  °®™

Regulations
Supply chain exposure chain

mailbox compromise
Evolving threat actors

Responding to an incident
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,i’j'- M Who in your organisation or your client's organisation is typically
o¥e Cnwmaronw  responsible for cyber security (strategy vs tactical)?

CISO sec ops team

SME's - head of IT (one person)

Board

The board? Risk Committees etc.
CRO

Directors and Executives C I S O el

CTO
Cio
cooicr0  EVEryoOne
(e0]0)

Head of Cybersecurity

CISO in partnership with Technology
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. 4\:, M What percentage of your workforce works from home?
7/. LONDON MARKET FORUMS

25%

50%

'75%

100%
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-~ Is the board responsible for cyber security?
L LMF P Y Y

YES

100%
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'/"". M What is the most Important Principle when it comes when it comes
oz onws . TO MAaNaging cyber security risk?

Reducing time to detection and remediation

Risk resilience
Keeping the issues live

Risk tolerance

EelE Transparency
Resilience people security
controls
data training
Impact

protection of data Understanding
Understanding your risk apetite
Setting your risk appetite
Getting buy in from the business
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® . . .
,{""'- M What current guidance/standards exist for boards and senior
7/. LONDON MARKET FORUMS I ea d e rS?

A lot - the challenge is taking the right ones ...

ISO / nist / cissp / Dora CE+

C I S NIST framework

CMMC
MITRE
o DORA
CSA
IASME
N I ST Too many.
ISO 27001 CE

Lots and lots and lots

Agreed - too many
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V-~ Who has heard of the cyber governance code of practice?
U LMFE
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_\-:1, M Generative Al, Quantum Computing and Embedded

=7/ Systems/loT are among the most prominent emerging risks
we are currently seeing. Which of these emerging risks are
currently a priority for you to deal with?

LONDON MARKET FORUMS

Generative Al

Quantum Computing

Embedded Systems/loT

38%

Other
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. ‘:i‘ M What is the main challenge that you experience when trying
=7/ to quantify risk accurately?

LONDON MARKET FORUMS

Full visibility of the risk landscape
Understanding, quantifying, and accounting for emerging threats
Accuracy of data used

Difficulty understanding a firm's risk appetite, training, and governance
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Visit our website
for upcoming events

LMForums.com




